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Rekomandim........

Cka éshté DoS, DDoS




Hyrje
Ky dokument éshté pérgatitur me géllim gé té vetédijsoj té gjithé ata ge jane te angazhuar ne fushen e
TIK-ut dhe | dedikohet komunitetit te TIK-ut.

Pérmiréson nivelin e sigurise te sistemeve kompjuterike te nje kompanie ose organizate, ndihmon
perdoruesit e ketyre sistemeve per shfrytezim sa me te sigurt te tyre.



Koncepti etik (Defense cyber security)

Ky dokument pasqyron aspektin etik apo mbrojtés, duke identifikuar dobésit (ang. Vulnerabilities),
verifikimin e funksionimit normal té mekanizmave té sigurisé dhe testimin e sistemeve kompjuterike dhe
rrjetés, pérmes pérdorimit té veglave apo programeve té ndryshme.

Cka éshté “footprinting”

Ky proces “footprinting” i referohet funksioneve té zbulimit dhe mbledhjes té sa mé shumé informatave
pér njé target té caktuar né rrjeté p.sh. institucion publik, privat, akademik ose kompani. Si rezultat | kétij
procesi “footprinting” ne krijojmé né mendjen toné njé skemé vizuale té arkitekturés sé sistemeve té
informacionit, pérdoruesve dhe grupeve, sistemit mbrojtés (ang.Firewall) dhe aseteve té tjera té
Teknologjisé sé Informacionit (TI-sé).

Analiza e paré “1”

Pérdorimi | veglés “ping” té sistemit operativ e bazuar né Command-line, shérben pér testimin e host-ve
dhe IP-ve se a jané né funksionim normal.

Pérmes veglés “ping” gjaté ekzekutimit ne mund té marrim informata se sa paketa jané dérguar me
sukses, sa pranuar dhe humbur. Gjithashtu tregonedhe kohén e dérgimit dhe pranimit té paketés.

Skenari | pérdorur:

E¥ Command Prompt - O *

\Administ

Figura 1

Rekomandim
e Eshté miré qé ¢do heré né infrastrukturé d.m.th né rrjeté t& maskohen informacionet qé | mbledh
vegla “ping”, kjo eliminon mundésiné e zbulimit dhe mbledhjes sé informatave pér host-et dhe IP
e caktuar né infrastrukturén toné.



Analiza e dyté “Il”
Aplikacioni “SmartWhois” éshté shumé | pérdorshém na lejon té lexojmé té gjitha informatat e

mundshme pér njé IP adresé, hostname ose domain. Duke pérfshiré informacionet si né vijim:

e Lokacioni

e EmrilISPi-sé

e Pronari | domain-t dhe IP adresés

e Informata pér pronarin e domain-t

e Data regjistrimit dhe skadimit domain-t

Skenari | pérdorur:

o

File Query Edit View Settings Help

[¢]&F-%-0 20w ® @
IP, host or domain: |Q ubt-uni.net v| o Query v
Ny A~
% ubt-uni.net
E/‘
&

=} ubt-uni.net

Prishtina
Kosovo
0000
Albania

2 S :

Figura 2

Done

Aplikacioni “EmailTracker” pérdoret pér géllim té analizés sé email header-it qé té béhet | ditur lokacioni
| vérteté | dérguesit. Por dhe na jep informacione té tjera té réndésishme, si né vijim:

e Paraqitjen gjeografike té lokacionit dérguesit
e Mbledhja e informatave pér ISP dhe domain.

1 ISP Internet Service Provider, ata qé na furnizojné me internet

6



Skenari | pérdorur:

&P eMailTrackerPro v10.0b Advanced Edition. Trial day 12 of 15
File Help

™ & J pi @ Export Rules
[ -
- b Trial Eclition
My My Trace Trace Trace Email Settings
Inbox Reports Headers Address Accounts
Wiew Mew Email Trace Configure

( Home | internshiptesta28@amai... x l

‘ The trace is complete, the information found is displayed on the right

NewTrace || ViewReport |‘

Email Summary

¥ Tahla
# Hop 1P Hop Mame Location

10.0.1.1

192.166.0.254

10.90.77 .1

192.168.90.1

10.114.113.45

10.114.113.33

10.40.0.1

10.40.0.101

79.101.106.233 Belgrade, RS

000 01 O] B 00| k| —

Email Address: internshiptest828@ gmail.com
IP: 74.125.28.26

Location: Mountain View, California, USA
Abuse Address: network-abuse @google.com

System Information:

@ The system is running a mail server (ESMTP
a21si14695721pfh. 134 - gsmtp) on port 25. This
means that this system can be used to send email.

@ There is no HTTP server running on this system (the
port is closed).

@ There is no HTTPS server running on this system
(the port is closed).

& There is no FTP server running on this system (the
port is closed).

Network Whois

Domain Whois

You are on day 13 of a 15 day trial. To apply a licence Click here or for purchase information Click here

New spam fighting product by Visual . Introducing InboxG . Check it out here.

Figura 3

Rekomandim

e Né momentin.gé planifikoni blerjen ‘e ndonjé domain pér pérdorim rekomandohet gé té jemi té
sigurté gé informacionet e ndieshme té mos béhen publike nga Provider i domain gé bleni. Né
shumicén e provider ofrohet njé pagesé ekstra pér ruajtjen e fshehtésisé sé té dhénave té

ndieshme pér domain-in tuaj ose pronarin e saj.




Cka éshté Scanning Network

“Scanning Network” eshte process ge | referohet nje grupi te procedurave per identifikimin e hosts,
porteve dhe sherbimeve ge funksionojne ne rrjete. Skanimi | rrjetes ka per gellim kontrollin e sistemeve
kompjuterike ge perdoren, porteve te hapura dhe mbledhjen e informatave me detaje per sistemin
operativ, dobesive ne infrastrukturen e rrjetes et;.

((lll

Analiza e pare

“IP scanner” mundésohet nga shumé vegéla qé gjenden né internet pa pagesé, me géllim qé té marrim
lloje té ndryshme té informacioneve né lidhje me kompjuterét né rrjetén lokale.

Skenari | pérdorur:

4;:7?-:'.-:---:'.'_ P Scanne —
Scan Goto Commands Favorites Tools Help
IP Range: [ 10.0.1.0 |to [ 100.1.23 | |IpRange
Hostname: | OFFICER |[ipr| [Netmask | [ start |
P Ping Hostname Ports [0+]
@ 10014 0ms [n/al [nfs]
@ 10012 0ms QUEEN [nfs]
@ 10012 [n/a] [n/s] [nfs]
@ 10014 0 ms OFFICER [n/s]
@ 100415 [n/a] [n/s] [n/s]
@ 10016 [n/a] [n/s] [n/s]
G1D.D.1.? [n/a] [ns] [n/s] £2 Scan Statistics 4
@ 10018 [n/a] [n/s] [n/s] .
@ 10010 [n/a] Ine] (el Scanning completed
@1001.10 [n/a] [nfs] [nfs] Total time: 3.65 sec
Q 10.00.11 [n/a] [n/s] [n/s] Average time per host: 0.25 sec
@ 10012 [n/a] [n/sl [nfs]
@ 100113 [n/a] [ns] [nfs] '13%?1”.3? 100123
@ 10.01.14 [n/a] [n/s] [nfs]
@1001.15 [n/a] [n/s] [nfs] Hosts scanned: 23
@ 10016 [n/a] [n/s] [n/s] Hosts alive: 4
@ 10017 [n/a] [n/s] [n/s]
@1001.18 n/al [/l In/s]
@ 10.0.1.19 [n/a] [n/s] [n/s]
@ 10.0.1.20 [n/a] [n/s] [nfs]
@ 10011 [n/a] [n/s] [nfs]
e 10.0.1.22 [n/a] [n/s] [n/s]
@ 100.1.23 0ms KING [nfs]
Ready [Threads: 0

Figura 4



Analiza e dyté “Il”

“Friendly pinger” éshté njé aplikacion lehté i pérdorshém pér administrimin, monitorimin dhe
inventarizimin e rrjetés dhe paijisjeve té tjera té Tl-sé.

Skenari | pérdorur:

Satellite
aw; Dish

Sefver

Computer

WorkStation =1

WorkStation
[small)

= =

Mini-computer

WorkS5tation

= =4
WorkStation Shared
Reszource

Printer Plotter Fax Folder Scanner Telephone

light-click the client area to add a new device...

Internet
Server

Internet M ail
Shortcut Seryer

MNetwork —
Switch

Laptop

Communication

Tower Multiplexer

—
Eh=
Router

Bridge

—

=

Terminal
Server

Firewall

Repeater

Card

D B 212437 £ 00:00:34

Figura s



Analiza e trete “IIl”

“Nessus” paraget njé platformé té téré dhe shumé té avancuar gé ju lejon auditim té rrjetés nga largésia

pér qé kuptuar nése éshté prishur apo keqpérdor. Ka mundési pér auditim lokal né makina specifike pér
identifikimin e dobésive (ang. Vulnerabilities).

Skenari | pérdorur:

5 Messus Home fScansy X+

&« = 0O ‘ &) certificate error  localhost e | = @& @
F

New Scan / Host Discovery
Scan Library > Settings

Basic ~ General

Targets 19216211

Upload Targets

Figura 6

Rekomandim

o Duhet pasur kujdes kur jemi tek administrimi i pajisjeve, sistemeve kompjuterike dhe rrjetés gqé
sa mé pak té pérdorim portet by default qé vijné té konfiguruara nga prodhuesit. Ka mundési
teknike gé kjo té ri-konfigurohet nga veté ne dhe rekomandohet gé té béhet gjithmoné.

Cka éshté Enumeration

Dy proceset meparshme “Footprinting” dhe “Scanning Network” kishin te benin me shume me
mbledhjen e informatave per infrastrukturen dhe sistemet kompjuterike. Enumeration eshte procesi |
trete dhe me | rendesishém, permes te cilit provohet te merren te dhena per perdoruesit, emrat e
makinave, informata te infrastruktures se rrjetes dhe sherbimeve (ang. services ) nga sistemi
kompjuterik.
Analiza e pare“l”

“SuperScan” mundéson skanimin, marrjen e té dhénave nga e gjithé rrjeta dhe paisjeve qé gjenden né
té, varésisht nga lloji qé ne zgjedhin (Enumeration type). Pér mé shumé shihni figurén né vazhdim.

Skenari | pérdorur:



&h SuperScan 4.0 — X

Scan | Host and Service Discovery | Scan Options | Tools  Windows Enumeration IAbouk |

Hostname/IP/URL {10.0.1.23 Enumerate | Options... | Clear
Enumeration Type NetBIOS information on 10.0.1.23 "~
[V] NetBIOS Name Table 5 e oiid
. names 1in al e
NULL Session
[V MAC Addresses KING 00 UNIQUE Workstation service name
Wo[kslation type WORKGROUP 00 GROUP Workstation service name
Use,S KING 20 UNIQUE Server services name
v
Groups g MAC address 0: 00:1A:4B:4D:38:94
RPC Endpoint Dump
[V &ccount Policies Attempting a NULL session connecticn on 10.0.1.23
- [V] Shares
c [V Domains |- U
4 A n 10.0.1.23
= [V] Remote Time of Day e e S =
) [ Logon Sessians MAC address 0: 0A:00:27:00:00:0F
W Drives \Device\NetBT_Tcpip_{&E26DEZAB-CE15-47F3-903C-6CF771112D4F}
V] Trusted Domains MAC address 1: 00:1RA:4B:4D:38:94
= e \Device\NetBT_Tcpip_{28D2043A-5065-4904-BOCE-4ASC2BE3CBCL}
[V Registry Workstation/server type on 10.0.1.23
Unknown OS
Workstation/Server Name : "10.0.1.23"
Platform ID : 500
Version : 6.3
Comment SN
Type : 00009003

LAN Manager Workstation

LAN Manager Server

NT/2000 Member Server (non domain controller)
NT/2000 Workstation

Computer Name : KING
Workgroup/Domain : WORKGROUP
Lan Reot -

Legged On User Count : 1

ivReady

Figura7

Cka éshté System Hacking

“System Hacking” eshte nje shkence e testimit te sistemeve kompjuterike rrjetes dhe vete paisjeve
kompjuterike per dobesit (ang.Vulnerabilities).qe mund te | kene.

Analiza e pare“l”

“LCP= Link Control Protocol” pérdorimi i késaj vegle ka dhéné rezultate interesante pér pérdoruesit dhe
detajet pér ta si psh. Emri pérdoruesit, fjalékalimi, gjatésia e fjalékalimit dhe poashtu né vazhdimési té
procesit té€ késaj vegle provon gé pérmes teknikave té ndryshme si Dictionary, Brute-force & hybrid sulmet
té gjej fjalékalimet né makinat e targetuara.

Skenari | pérdorur:
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\Q LCP - [C:\Program Files (x86)\LCP\pwd43710.txt.Icp] — X

vFiIe View Import Session Help
[e2@0es »rna | vees @ O

# Dictionary attack i 7 Hybrid attack ™ Brute force attack

Dictionary word: | ~1@H#$% &(|_+ 13 /643 |2.0218 % done
Starting combination: [~I@#$% " 8{_+4 Ending combination: |~1@#$%"8()_+ZZ
User Name: LM Password NT Password <8 >14 Lt Hash NT Hash
dministrator 0 1 ¥ 0 AES748
Guesl NO PASSWORD ® NO PASSWORD NO PASSWORD
antemship NO PASSWORD ® NO PASSWORD AE974876D9744BDB05AIBIEBEADEESAE
Recaverina nasswards... 1 of 3 nasswards were found 133.333%)
Figura 8

Analiza e dyte“Il”

“ADS Spy” kjo vegél pérmes Alternate Data Stream tregon disa pjesé té vogéla té fshehura si metadata
né skedar mé sakté disqet NTFS. PErmes gjenerimit té pasqyrés pérmbledhése té kétyre informacioneve,
kjo vegél t&€ mundéson identifikimin dhe largimin e streams té dyshimté “malicious”.

Skenari | perdorur:

12



(3 ADS Spy v1.11 - Written by Merijn - X
Alternate Data Streams (4DS) are pieces of info hidden as metadata on files on NTFS drives. They are not visible in Explorer and the size they take up is not reported by ‘Windows. Recent browser hijackers
started using ADS to hide their files, and very few anti-malware scanners detect this. Use ADS Spy to find and remove these streams.

Note: this app can also display legitimate ADS streams. Don't delete streams if you are not completely sure they are malicious!

" Quick scan [Windows base folder only)
& Full scan (all NTFS drives)
™ Scan only this folder: | __J

¥ lgnore safe system info data streams [‘'encryptable’, 'Summarylnformation’, etc)
[~ Calculate MDS checksums of streams' contents

i Scan the system for alternate data streams | Remove selected streams I

\Program Fil ommon ypp_1 (0 ]
C:\Program Files (»86)\Common Files\Microsoft Shared\WC : Win324pp_1 (0 bytes)
C:\Program Files (=B6)\GFI\L&Nguard 9 : Win324pp_1 [0 bytes)
"] C:\Program Files (x86)\Google\Chrome\&pplication : Win324pp_1 (0 bytes)
[ 1 C:\Program Files (x86)% avatjre? : Win324pp_1 (0 bytes)
] C:\Program Files (x86)\Path Analyzer Pro 2.7 : Win324pp_1 (0 bytes)
_| C:\Program Files (=86)\SmartWwhais : Win324pp_1 (0 bytes)
C:\Program Files (x86)\webE xtractor : Win324pp_1 (0 bytes)
C:\Program Files (x86)\wWinHT Track : Win324pp_1 (0 bytes)
C:\Program Files\avahjre1.8.0_121 : Win324pp_1 (0 bytes]
(] C:\Users\ddministrator\Documents : {726B6F7C-E889-4EFE-8CA3-AEF4343DBD 38} (12 bytes)
7] C:AUsers\AdministratorsMy Documents : {726B6F7C-E883-4EFE-8CA3-AEF4943DBD38} (12 bytes)
[7] C:\windows. old\Users\Administrator\My Documents : {726B6F7C-E8893-4EFE-8CA3-AEF4943DBD38} (12 bytes)
] C:\Windows\Installer\$PatchCache$\Managed\ 70791 EBCDEFCI1845347D 3DFE5IB06AF : Win324pp_1 (0 bytes)

|Scan complete, found 14 alternate data streams (ADS's).
Figura'9
H o 27
Analiza e trete“lll

“Stealth” vegla pérdor procesin e njéjté té Steganografisé qé ¢do skedar gé maskohet brenda njé skedari.

Skenari | perdorur:
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% Stealth Files 4.0 - Hide Files... = x (

Stealth Files 4.0

Step 1 - Choose Source Files:
C:\Windows\System32\calc.exe

Hide Files J

Retrieve Files I

D} Remove Hidden Files

I~ Destroy Source Files!

Add Files! Remove Selected Files! |

0‘ About Stealth Files }

o Close Program
Step 2 - Choose Carrier File:

]E:\Users\Admir\isnatol\Desklop\kui&a.hd.kxl -~
[~ Create a Backup of the Carrier File!

Step 3 - Choose Password:
[123456

il

File Edit Format View Help
CERT. UBtlbmnioikgckhehmmnjkbomcakckhmhnnpefjoplhbpfpl ~
ifjkcccnnipolmmifaapbppopdncdhaehajokncnkbopbeleibcee
AL fbhdoamda

e dbdajieondpddiedfbjiffkenapdnnbioaflkggmpndnbimpegfec

o dpnllkicnlafjbdmnnhpekplibpknjhphpnjjpgcjmpkhcfjmjonol
kpkkjokkjcinmoaclcfnnjlplpajlhkdkhbahjedmngcmdmhocnee
kmdpoljdppkdgehdoncndiccplfpidfbejffbipllnlaiajgpdemd
| ilbiladcopmnmafndjlloonchhdcjaihabiigmmdggjccdbjjbhom
& mpejpjjnpdpkcighlghngnmjdfohikpaifkhgfgkdlnfiempknkiil

[ Hide Filesl |

< >

Figura 10

Stealth Retrieve procesi, né figurén méposhtme:

Stealth Files 4.0

Kujta Application Tools

Hide Files

Share View Manage

1 > Kujta v o

Retrieve Files

i Name

s+ Quick access
calc

B Desktop
& Downloads

|=] Documents

Remove Hidden Files

| Pictures M3 1€

1item 1item selected 30.5 KB

About Stealth Files

Close Program
Google
Chrome

Step 1 - Choose Carrier File:
|l::\Usels\Adminisualm\Desktop\kui!a.lxuxt L]

SmartWhois ™ Destroy Carrier File!

Step 2 - Choose Destination Directory:
|I::\Users\Adminisllalor\Desktop\Kuita\

Step 3 - Enter Password:

Web Data |1 23456
Extractor

J&

Documents

Retrieve Files!

Figura 11
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Rekomandim

e Gjithmoné duhet pasur kujdes kur té pranojmé apo hapim skedar né kompjuter, pér shkak qé
pérdorimi i sulmeve bazuar né konceptin e Steganografisé mund té rrezikoj gjithé sistemin
kompjuterik. Rekomandohet verifikimi i llojit, madhésisé, pérmbajtjet sé skedarit.

Analiza e katert“IV”
“AuditPol” paraget komandén né sistemin operativ Windows Server gé lejon ndryshimin ose ri-

konfigurimin e politikave té auditimit té kompjuterit (deaktivizimi i ruajtjes sé gjurméve).

[Té provohet né Windows Server 2008] Skenari | perdorur:

Cka éshté Trojans and Backdoors

Trojani eshte program ge permban kod te demshem dhe mund te jete I.rrezikshem per sistemet
kompjuterike dhe largohet me veshtiresi, por ka programe te posagme per identifikimin e Trojanit dhe
Backdoors sulmeve.
Analiza e pare “I”

“TCPview” program gé né ményré detaje tregongjitha informacionet pér proceset, protokolet, adresat
lokale dhe ato nga largésia, gjendja e koneksionit TCP deri te pajisja e fundme.

Skenari | perdorur:

&k TCPView - Sysinternals: www.sysinternals.com - X
File Options Process View Help
‘ Ha -
Process ¢ FID Protocal Local Address Local Part Femote Address Remote Part State Sent Packets Sent Bytes &
T dasHostewe 2420 uprP OFFICER ws-disoovery ®
T dasHostewe 2420 uprP OFFICER ws-disoovery
W dasHostexe 2420 uppP OFFICER £2397
W dasHostexe 2420 UDPYE officer 370z
W7 dasHostexe 2420 UDPYE officer 370z
W7 dasHostexe 2420 UDPYVE officer £2398 * *
explorer. exe 2520 TCP officer 1730 dbSsch10111024... hitps ESTABLISHED
explorer. exe 2520 TCP afficer 1815 dbSsch10110154... hitps ESTABLISHED
B, Inszatt exe 2544 TCP OFFICER 170 OFFICER 1] LISTENING
T lsass.ene 728 TCP OFFICER 1541 OFFICER 0 LISTEMING
T lsass.ene 728 TCPVE officer 1541 officer 0 LISTENING
W services.exe 712 TCP OFFICER 1546 OFFICER 0 LISTENING
W services.exe 712 TCPVE officer 1546 officer ] LISTENING
W spoolsvere 1572 TCP OFFICER 1539 OFFICER 0 LISTENING
W spoolsv.exe 1572 TCPVE officer 1539 officer 0 LISTENING
[5] svchost.exe Ba4 TCP OFFICER epmap OFFICER 0 LISTEMING
[] svchostene 1072 TCP OFFICER 1537 OFFICER 0 LISTENING
[] svchostewe 1100 TCP OFFICER 1538 OFFICER il LISTENING
[m:] svchost.exe maz TCP officer 1563 dbBech1 01171043, hitps ESTABLISHED
[E] svchostews 1012 TCP OFFICER 7E80 OFFICER 0 LISTENING
[5] svchost.exe oz uppP QOFFICER izakmp = =
[55] svchost.exe 2800 uppP officer zedp "
[55] svchost.exe 2800 UpP QOFFICER sedp "
[ svchostexe 2800 UDF officer ssdp =
[5] svchost.exe 1164 upP OFFICER wis-discovery *
[55] svchost.exe 1164 uppP OFFICER wa-discaveny #
[55] svchost.exe 2800 uppP OFFICER wa-discaveny #
[m:] svchost.exe 2800 uprP OFFICER w-discovery =
[m:] svchost.exe 1mz uprP QFFICER ipsec-maft =
[m] svchosteme 1164 uDr OFFICER 5050 -
[m] svchostewe 1328 Ubr OFFICER 5363 *
[m] svchostewe 1328 Ubr OFFICER lIreae *
[5] svchost.exe 2800 upP OFFICER 57104 *
[5] svchost.exe 2800 upP officer 57991 *
[] svchostews 2800 uppP officer 57992 *
(] svchostews 2800 uppP OFFICER 57993 *
[ gvchosteme 1164 UbpP OFFICER 62335 * *
[m:] svchost.exe 824 TCPVE officer epmap officer u] LISTEMING
[m] svchostewe 1012 TCPVE officer 1537 officer ] LISTENING
[5] svchostexe 1100 TCPVE officer 1538 officer ] LISTENING
[m] svchostexe 1012 TCPVE officer 7EB0 officer ] LISTENING
[5] svchost.exe o1z UDPYE officer 500 * * v
< >

Figura 12
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Analiza e dyte “Il”

“Autoruns” njéjté sikurse TCPView edhe kjo vegél pérdor logjikén e identifikimit té informacioneve por
pér makinat lokale dmth nuk jep mundési té zbulimit té informacioneve nga largésia. Pasyra
pérmbledhése tregon garté si nga pjesa hardware poashtu edhe software me detajet pér proceset gé
zhvillohen brenda njé kompjuteri.

Skenari | perdorur:

=) Autoruns [KING\Administrator] - Sysinternals; www.sysinternals.com [= | o [
VFiIe Entry Options User Help
EEEY EL

4 Applnit 31 KnownDLLs I m ‘Winlogon I eJ ‘Winsock Providers I é Print Monitors I e LSA Providers [ 9 Network Providers I B Sidebar Gadgets
i3 Evenything é Logon I :{ Explorer l Q Intemet Explorer I ] Scheduled Tasks ] W Services ] Q Drivers ] Codecs ] ™ Boot Execute T ™ Image Hijacks
Autorun Entry Description Publisher Image Path A

#F HKLM\SOFTWARE \WowB432Node\Microsafttwindows\Currentersion\Run
v ¢ PWRISOVM.E... PowerlS0 Virtual Drive Man... PowerlSO Computing, Inc.  c:\program files (x86)\powe...
g’ HKLMAS OFTWARE\Classes\Protocols\Filter

v @) text/wml Microsoft Office XML MIME... Microsoft Corporation c:\program files\common fil...
i; HKLMASOF TWARE\Classes\Protocols\Handler

[ %, mshelp Microsoft® Help Data Servi... Microsoft Corporation c:\program files\common fil...

% osf Microsoft Office 2013 comp... Microsoft Corporation c:\program files\microsoft of ..

ﬁ}' HKLMYSOFTWARE \Microsoft\Active Setuphinstalled Components

] [;j Google Chrome  Google Chrome Installer Google Inc. c:\program files (x86)\gooal...

[¥] 57 Microsoft wind... File not found: C:\Program ...

v 7] Themes Setup File not found: /Userlnstall

[V 57 Windows Desk... File not found: U
if HKLMASOFT'WARE \Wowb432Node\Microsoftibctive Setuphinstalled Components

vl 5 Microsoft Wind... File not found: C:\Program ...
+F HKLM\Software\Classes\\ShellE s\ContextMenuHandlers

] %, PowerlSO PowerlS0Shell DLL PowerlSO Computing, Inc.  c:\program files (x86)\powe...
9’ HKLM\S oftware\ClassestDirectoryhShellEx\ContexttenuHandlers

vl %, PowerlSO PowerlS0Shell DLL PowerlS0 Computing, Inc.  c:\program files (x86)\powe...
ﬁ' HKLM\S oftwarehClasses\Folder\ShellEx\ContexttenuHandlers

v %, PowerlSO PowerlSOShell DLL PowerlS0 Computing, Inc.  c:\program files (x86)\powe...
§ HKLMAS oftware'Microsoft\Windows\CurrentVersion\E xplorer\ShelllconOverlayl dentifiers

] %, SkyDriveProl ... Microsoft OneDrive for Busi... Microsoft Corporation c:\program files\microsoft of...

[ %, SkyDrivePro2 ... Microsoft OneDrive for Busi... Microsoft Corporation c:\program files\microsoft of...

v %, SkyDrivePro3 ... Microsoft OneDrive for Busi... Microsoft Corporation c:\program files\microsoft of...
i&' HKLMAS oftwareiw/owB432N ode\Microsoft\Wwindows\CurrentVersion\E xplorer\ShelllconO verlayl dentifiers

[ %, SkyDriveProl ... Microsoft OneDrive for Busi... Microsoft Corporation [c:\program files (x86)\microsoft 0ffice\office15\grooveex.dm

vl @, SkyDrivePro2 ... Microsoft OneDrive for Busi... Microsoft Corporation c:\program files (x86)smicro...

v (%] SkyDrivePro3 ... Microsoft OneDrive for Busi... Microsoft Corporation c:\program files (x86)smicro...
_]a}’ HKLMAS oftwareiMicrosoft\Windows\CurrentVersion\Shell Extensions\&pproved v

Figura 13
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Analiza e trete “lI”
V16

Skenari | perdorur:

W jv16 Powe 0 [x64] - Clean an My COrT e - X
File Select Tools Help

Item

Severity

Description

Item £ Severity Description

B Registiy Errors

= Invalid file or directory reference 84 /84
HKCR\InstBIIer\,Pat_ File or directory “c:\542ae647fade3bab4b085e 150c6\VC™ does not exist

HKCR\InsiBIIEr\Pat_ File or directory "c:\542ae647fade3bab4b085e 15c6\VC" does not exist

HKCR\InsiaIIer\,Pro_ File or directory "C:\Users\Administrator \AppDatalLocallow'Orade\Javaljre 1.8" does not exist

HKCR YLocal Setting 20% File or directory "C:\Program Files\WindowsApps\Microsoft. 3DBuilder _11.0.47.0_x54__8wekyb3dsbbwe\Assets\Contrast\SmallLogo. scale-100.png” does n
HKCR \Local Setting 20%: File or directory "C:\Program Files\WindowsApps\Microsoft. Getstarted_3.11.3.0_x64__8wekyb3dabbwe\Assets\GetStartedApplist.scale-100.png” does ng
HKCR \Local Setting 20%: File or directory "C:\Program Files\WindowsApps\Microsoft. Getstarted_4.5.6.0_x54__Bwekyb3dsbbwe\Assets\GetStartedApplist. scale-100.png” does not
HKCR \Local Setting 20% File or directory "C:\Program Files\WindowsApps\Microsoft. MicrosoftOfficeHub_17.6801.23751.0_x64__&wekyb3dsbbwe\jmages\OfficeHublLogo_44x44.pr
HKCR \Local Setting 20% File or directory "C:\Program Files\WindowsApps\Microsoft. Office. OneMote_17.68568. 5798 1.0_x54__&wekyb3dabbwejmages\OneMoteApplist. scale-100.¢
HKCR \Local Setting 20% File or directory "C:\Program Files\WindowsApps\Microsoft, Office. OneMote_17. 7957, 5760 1.0_x54__&wekyb3dabbwe\images\OneMoteApplist. scale-100.¢
HKCR \Local Setting 20% File or directory "C:\Program Files\WindowsApps\Microsoft, Office. OneMote_17.7957.57661.0_x54__&wekyb3dabbwe\images\OneMoteApplist. scale-100.0
HKCR \Local Setting 20% File or directory "C:\Program Files\WindowsApps\Microsoft. WindowsCamera_2016.404. 190.0_x64__8wekyb3d8bbwe\Assets\WindowsIcons\WindowsCamg
HKCR \Local Setting 20% File or directory "C:\Program Files\WindowsAppsmicrosoft. windowscommunicationsapps_17.6868.41201.0_x64__8wekyb3dsbbweYmages\HxMailAppList.s
HKCR YLocal Setting 20% File or directory "C:\Program Files\WindowsAppsmicrosoft. windowscommunicationsapps_17.6868.41201.0_x64__8wekyb3dsbbwemages\HxCalendarApg
HKCR YLocal Setting 20% File or directory "C:\Program Files\WindowsAppsmicrosoft. windowscommunicationsapps_17.8016.42007.0_x64__8wekyb3d8bbwejmages\HxCalendarApg
HKCR YLocal Setting 20% File or directory "C:\Program Files\WindowsApps\microsoft. windowscommunicationsapps_17.8016.42007.0_x64__8wekyb3d8bbwemages\HxMailAppList. s
HKCR YLocal Setting 20% File or directory "C:\Program Files\WindowsAppsmicrosoft. windowscommunicationsapps_17.8016.42007.0_x64__8wekyb3d8bbwemages\HxCalendarBad
HKCR \Local Setting 20%: File or directory "C:\Program Files\WindowsAppsmicrosoft. windowscommunicationsapps_17.8016.42007.0_x64__8wekyb3d8bbwelmages\HxMailBadge. s
HKCR \Local Setting 20%: File or directory "C:\Program Files\WindowsAppsmicrosoft. windowscommunicationsapps_17.8021.42017.0_x64__8wekyb3d8bbwelmages\HxCalendarApg
HKCR \Local Setting 20% File or directory "C:\Program Files\WindowsAppsmicrosoft. windowscommunicationsapps_17.8021.42017.0_x64__8wekyb3d8bbwelmages\HxMailAppList.s w

Fix Remove Close
Selected: 96, highlighted: 1, total: 198

[18:43:41 - Tip]: The System Scan is now finished! The list contains all the items found from your computer, such as registry errors, unneeded registry data (a.k.a junk), MRU (Most Recently Used) lists and
other history data and unneeded temp files. Please browse the list through and dlick Fix to fix the errors and delete the unneeded datal

Figura 14

Rekomandim
e Rekomandohet gé té planifikohet dhe realizohet njé monitorim i miréfillté i té gjitha proceseve
gé ndodhin né rrjeté dhe pajisje kompjuterike, vetém né kété ményré mund té ndalojmé njé
Trojan gé zhvillohet brenda njé procesi té dyshimté.

Cka éshté Viruses and Worms
Virusi eshte program | vet-replikueshem ge prodhon kodin e vet duke u kopjuar ne kode te tjera te

ekzekutueshme dhe eshte | demshem per sistemin kompjuterik, ndersa ekzekutimi | kodit te Worms-it
ka mundesi te infektimit te shume paisjeve te tjera d.m.th shpérndahet.

((l”

Analiza e pare

“Virus Maker” né njé ambient testues dhe té mbyllur éshté pérdorur kjo vegél me géllim té krijimit té
kodit té virusit, i cili té jep mundési té ndryshme dhe té avancuara té infektimit, ndryshimit té
konfigurimeve té kompjuterit dhe sistemit kompjuterik.



Skenari | perdorur:

Virus Options :

[7] Disable Registry

[] Disable MsConfig

[] Disable TaskkManager
[ Disable Yahoo

[] Disable Media Palyer
[] Disable Internet Explorer
[ Disable Time

[] Disable Group Policy
[ Disable Wind

[] Disable Norton Anti*

[[] Disable Mcafee An

[ Disable Note Pad

[ Disable ‘Word Pad

[] Disable Windows

[ Disable DHCP Client

[[] Disable Ta r

[ Disable Start Button

[£] Disable MSN Messenger
[] Disable

[ Disabl urity Center
[T] Disable em Restore
[] Disable Control Panel
[ Disable Desktop |

[] Disable Screen Sav

> Log Off

Rekomandim

JPS ( Virus Maker 3.0 )

= Tum Off

Name After Install: |Rundil32 -

[] Hide Services
[ Hide Dutlock Express
[ Hide “Windows Clock

in Taskmar

[J Hide Al Ta Taskmar
[J Hide Run
[ Change Explorer Caption

lear Windows XP

ap Mouse Buttons

[] Remove Folder Options
[£] Lock Mouse & Keyboard
[ Mute Sound

Allways CD-ROM

Offlines [Y!Messenger)
stroy Protected Strorage
[ Destroy Audio Service
[ Destroy Clipboard
[ Terminate Windows
[ Hide Cursor
[[] Auto Startup

> Hibrinate < None

JPS ( Virus Maker 3.0 ) X
Virus Options :

[J Change XP Password : :]
[ Change Computer Name : :’
[ Change IE Home Page : |:]
[ Close Custom Window : |:|
[ Disable Custom Service : |:|
[ Disable Custom Process : |:|

[J Open Custom

[J Enable Convert to Worm [ auto copy to path's |

Worm Name : :} Copy After : Sec's

Change Icon:

Transparnei
Love Icon
Flash Icon 1
Flash Icon 2
{ FontIcon 3

O Restart

> Log Off
Name After Install

Figura 15

o  Pérdorimi.i Antivirusit dhe té jemi té sigurté gé gjithmoné éshté funksional dhe i pajisur me
verzionin e fundit (up-to-date).

Cka éshte Sniffers

“Sniffers” apo pergjuesit jane lloje te programeve apo pajisje harduer-ke ge monitorojne cdo bit te
informates, ge hyn ose del nga rrjeti kompjuterik.

Analiza e pare “

“TheDude”

Skenari | perdorur:
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v

_ Clert: x 202Kbos /b 395605 Server tx 634bps /tx 138 kbps

@ [E‘W—WE HOTSPOT GONTROLLERS =>
E;..,.m@,}@ (IS GO tme| e e |

3 @
Devices 1
Fies
8
B Histery Actiens ”,
B trks
‘ B -

Conected Clent: oc 1 74 kbps /tx 200 bps (Server ix 114 kbos /b 23 kbos

Figura 17
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Local

=] [B][e2][ % [ sewrse | [ oecover || ~Toas | [a4] [*-.][<]

Custom Field 3: |

Addresses: [10.012 g8~ %  Snmp Profile: [defaut =2 | | Apply
DNS Names: | - User Name: [admin [ Totae |
= DNS Lookup: = none ¢ addresstoname ¢ name to address 3 I
=ET N DNS Leskup interval: [60 MM [ Secure Mode
= MAC Addresses: | & I Roueros ~ Tools
[ MAC Lodkap: Clnone @ plomac  macto® ™ Dude Server Reprobe.
5= Type: [Some Device =1 |[ces] b
g Parents: | = Services: . @& 2 T
= Custom Field 1: |
Custom Field 2: [ Status: |up

[Client: o< 1.96 kbps # tx 680 bps.

Analiza e dyte “Il”
“WireShark”

Skenari | perdorur:
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[Server: mx 829 bps /tx 1.43 kbps.



@

File Edit View Go Capture Analyze Statistics Telephnnx Tools Help

Bseaa sBERLTE QAes+dTLIBEEI QA @@MxE| O

Filter: ~ Expression.. Clear Apply

Mo. Time Source Destination Protocol  Info
1 0.000000 Cisco_2d:40:a5 spanning-tree-(for-sTP conf. RoOT = 32768/1/9C:4e:20:2d:40:80 Cost = 0 Port = 0Ox8025
21.512666 Ibm_c4:7d:96 HewlettP_4d:38:94 ARP who has 10.0.1.237 Tell 10.0.1.4
31

HewlettP_4d:38:94 Ibm_c4:7d:96 ARP

10.0.1.23 is at 00:1a:4b:4d:38:94
nin Conf ot = 32768,/1/9 1e:20:2d:40:80 Cost = 0 Port = 0Ox8025

. 387199

Cisco_2d:40:a5

9 2.560336

. 544539

13 3.545041

Close Response

. 545484 Close Response

% Frame 1: 60 bytes on wire (480 bits), 60 bytes captured (480 bits)
# IEEE 802.3 Ethernet

% Logical-Link Control

# Spanning Tree Protocol

0000 01 B8O c2 00 00 00 9c 4e 20 2d 40 a5 00 26 42 42 ....... N -@..&BBE
0010 03 00 00 00 00 00 80 01 9c 4e 20 2d 40 80 00 00  ........ CNO-E, L
0020 00 00 80 01 9c 4e 20 2d 40 80 B0 25 00 00 14 00 ..... N - @ % ...
0030 02 00 Of OO0 00 00 00 OO QO 00 00 00  coiievnn wuun

@ Clogic L2 NDIS client driver: <live capture i... | Packets: 19 Displayed: 19 Marked: 0 Profile: Default

Figura 19

Cka éshté Social Engineering

Social Engineering apo Arti | te Bindurit te Njerzeve per te zbuluar informata konfidenciale. Eshte nje
metode me ane te se ciles nje haker mund te mbledhe te dhena rreth objektivit te tij per te realizuar
sulmin. Ketu kemite bejme me mashtrime nga hakeret, vjedhjen e identitetit, spiunazhi etj.

Rekomandim
e Trajnime te stafit per vetedijesim te politikave te sigurise, por dhe individualisht duhet té kemi
kujdes gjaté bisedave mé té tjerét pér ¢éshtjet e ndieshme té infrastrukturés gé menaxhojmé
ose jemi vetém pérdorues té saj.

Cka éshté DoS, DDoS

DoS (Denial of service) dhe DDoS (Distribute DOS) jane lloje te sulmeve, ge kane per gellim largimin nga
funksioni té sistemeve, pajisjeve dhe rrjetat kompjuterike. Logjika e kétyre sulmeve funksionin duke
béré dérgimin e numrit té madhé té paketave né rrjeté gjé gé té cilén disa sisteme apo pajisje nuk mund
té i pérballojné dhe dalin nga funksioni.

Skenari | perdorur:
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File Edit View Go Capture Analyze Statistics Telephnnx Tools Help

B e ERXZ2E Aes T L IBE QAaCH #0MXE O
Filter: ~ Expression.. Clear Apply
Ne. Time Source Destination Protocol  Info

9ch:6cd5:Fobffo2

1 0.000000 fe80 DHCPVE Solicit XID: Ox1ae303 CID: 000100012062380de41f13c47d96

Root = 32768/1/9c:40:20:2d:40:80 Cost = 0 Port = 0x802

B CoSHTTP 25 - Socketsoft.net [Loading...] »
File Options Help

DoSHTTP

HTTP Flood Denial of Service (DoS) Testing Tool
Target URL

1 1 c c VTP /DTP O qamil  User Agent
1 C C W D D am|

13 5.194464 Cisco_2d:40:a5 Cisco_2d:40:a5 L0oP  Reply | |Mozila/5.0 [compatible; MSIE 7.0a; Windows NT 5.2; 51 |
Sockets FRequests
[10000 =] [Contruous ~| Verity URL | Start Flood | Close |

aqzl Disclaimer hi w.socketsoft. net/
19 7. = L 10.0.1.7 - il Fead
N7 NAATRS 1in N 17 1IN n 1A T D mirrnc —AT ~ WNUNH " an— = alat an—i = »

=) Frame 130: 66 bytes on wire (528 bits), 66 bytes captured (528 bits)
Arrival Time: mar 29, 2017 18:56:22.392153000 pacific paylight Time
Epoch Time: 1490838982, 392153000 seconds
[Time delta from previous captured frame: 1.804884000 seconds]
[Time delta from previous displayed frame: 1.804884000 seconds]
[Time since reference or first frame: 82.673965000 seconds]
Frame Number: 130
Frame Length: 66 bytes (528 bits)
Capture Length: 66 bytes (528 bits)

[Frame is marked: True] v
>
0000 00 1a 4b 4d 38 94 ed4 1f 13 cd4 7d 96 08 00 45 00 L.KMB... ..}...E.
0010 00 34 Oc 32 40 00 80 06 00 00 Oa 00 01 04 0Oa 00 AV2E L L.
0020 01 17 24 48 08 a2 68 02 af 5a 00 00 00 00 80 02 I 1; TR« PR S
0030 20 00 16 41 00 00 02 04 05 b4 O1 03 03 08 01 01 Bl e
0040 04 02 .. w
@ | Time relative to time reference or first frame... | Packets: 218 Displayed: 218 Marked: 1 Dropped: 0 Profile: Default
B DoSHTTP 2.5 - Socketsoft.net [Leading...] >
File Qpticns Help
DoSHTTP
HTTP Flood Denial of Service (DoS) Testing Tool
Target URL
[10.0.1.23 =
Uszer Aigent
|MDZi||a.-"E.D [compatible; MSIE 7.0a; Windows MT 5.2; 5%1) ﬂ
Sockets FRequests
|SDD j |C0ntinuous ﬂ WYerify URL | Start Flood Cloze |
gzl Disclzineer hittp: Shwrener. socketsoft. netd
Feady

Figura 20

22



