UBT - CERT

unit / division

UBT-CERT Internship

Java e paré dhe e dyté

Simulimi dhe testimi né rrjeté,
aplikacione dhe sisteme

Maj 2017

Pérgatitur nga studentét e SHKI/UBT:
Rrustem Shehu

Veton Bejtullahu
Ardit Krasniqi

Ndihmés: Blent Kurtalani UBT-CERT trajner



Pérmbajtja

T 0] o T YL - PSP 2
HY B ettt ettt et e e ettt e e e e e e e s b et e e e e e e e e e abett e e e e e e e e habateeeeee e e brbaaeeeeeeeeanrenaaaeeeeeaas 4
Koncepti etik (Defense CYDEIr SECUNILY) ..uiiiiiiiiieeiiieecieesiee et eeeerte e ste e e te e e ste e s teeesreesteeessaeesseeesnsaeesaseean 5
(0 =T oY (=Tl o To ] o] 5 [0 T =R 5
F N 172 W= o X- L = SRRt 5

REKOMANMIM ..ttt ettt esreeesaree s sesdihae e s bee e sabeesabeeesneeesnenesareens 6
ANGLIZA € YL “I17 ettt e e st e e s s ee e e s s breee s e b esdeaaa Rt e e e ettt e e eaabtaeeeaebaeeeeaarraeeennes 6

REKOMANIM ...ttt sttt ettt e sb e sae e sate et e e sesameir e s bt e ssee et e eneenbeesaeesanenas 7
Cka EShté SCANNING NETWOIK ....oeeiiiiiiieiciieee et eceee e eetee e e eevvee e e sdSaaaaeathne e eeataeeeeeaveesasabbeeeeeereeeesnnseeeeennsenas 8
F N 172 W= o ¥- = S oy RS e SO o SRRt 8
ANGLIZA € AYLE “I17 ettt sre e e et e e sanaa s s tteeesesanabee s deae e S EEre e ettt eeeeebtaeeeestaeeeeenrreeeenanes 9
ANALIZA € et “IHI” et e sttt et ra s st e e saeeesanne SR e bt e ebteesbeeenars 10

REKOMANIM ... 000 e e s B eit e et e e e e s et B e et e b e b e b e sbeesaeeeneeeneean 10
(0 =T N (= = o100 g V=T = o o I o S o USSPt 10
F N 112 S o X [ o S s SR 11
Cka EShte System HaCKING ..occcviie ettt sssbie et e e eesieees e e e e sttt e e e e bte e e e sbeeeessbeeeeesbeeeeesseeeeesnnes 11
F N 112 S o X [ O SRR 11
F N Q1172 e YA =T S U 12
ANQLIZA € T NI .. citiiiie ettt ettt ettt ettt e bt e s bt e sae e et e et e e be e she e sat e e bt e bt e be e bt e sheeeateeatean 12

REKOMANIM ittt sttt et et e s b e e s ae e st e s an e e r e e bt e r e e meesreeenreenneen 14
ANANIZA € KAt IV .t et i ekttt et e st r e s re e s eare s 14
Cka €shté Trojans and BACKAOOIS ......ccoiuuiiii ettt e e et e e e e tte e e e e bt e e e e sbeeeeeebteeaesnteeeesnnes 14
F N 1172 T o F= L = S U 14
F N 1172 W0 1Y < T | SR 15
ANNIZA € TFETE “HI” ...ttt st ettt e r e s b sttt b e bt e re e sreesaeeereen 17

REKOMANIM ...ttt sttt et e e e s b e st e st e s bt e bt e b e e b e e neesreeenreenneen 17
Cka EShE ViIruSeS anNd WOIMS .....eeiiiii ittt e e ettt e e e e e e et te e e e e e e s e e s aabraeeeeeeseesassseeseeaesessansssenneeaseessnnsrnes 17
ANGLIZA € PAIE “I” ettt et e e et e e e et t— e e e e e—e e e e e aa—eeeeeatbaeeeaaabaaeeaataeeeeataeeeeatreeeaannraaaaan 17

20T e T 00 =T oL 110 o USRS USTO PR 18
(0 =T LI 11 =] PP PUPSPRNt 18
F N 12 W o X- LI SR 18
ANGLZA € YT “I17 ettt e ettt e e ettt e e e te e e e e eataeeeeaabaeeeaaabaee e e ataeaeaabaaaeaaatteeeeantreeeeannraaaaan 21



Cka EShté SOCIAl ENGINEEIING ..vveecvie et ctie ettt s e ete et e et e e st e e st e e e et e e e be e e steesnteeesaeesnsesansseesssesesaeesnseenn

Rekomandim........

Cka éshté DoS, DDoS




Hyrje

Ky dokument éshté njé pérmbledhje e informacioneve té cilat kontribojné né vetédijsimin e sulmeve
eventuale gé mund té ndodhin, si dhe parandalimi i tyre me ané té disa veglave té cilat do té
shqyrtohen pérgjat kétij dokumentimi.

Té gjitha kéto mekanizma té sigurise do té ndikojné direkt né pérmirésimin e sigurise dhe parandalimin
e sulmeve té sistemeve kompjuterike té kompanive , né ményré gé klientet té jené sa mé té sigurt gjaté
pérdorimit té shérbimeve té ndryshme nga kompanité.



Koncepti etik (Defense cyber security)

Etika e sigurise kibernetike ka kuptimin e gjetjeve té mangésive té sistemeve kompjuterike , web
aplikacioneve etj., né ményré qé té rregullojmé ato mangési, késhtu parandalohen sulmet eventuale gé
mund té ndodhin.

Duke béré hulumtim me ané té veglave té sigurisé dhe gjetjen e sa mé shum mangesive né ndonjé
sistem, pastaj rregullimi i mangesive té gjetura pérbén etiken e sigurisé.

Cka éshté “footprinting”

Footprinting éshté njé vegel e cila na ofron informacione té shumta pér njé target té caktuar né rrjeté
p.sh. institucion publik, privat, akademik ose kompani. Duke béré njé analizé tv informatave né mund té
parashikojmé se gfaré infrastrukture pérdoré kompania e caktuar , gjithashtu mund té zbulojm se si
pérmes atyre informacioneve mund té kryhet njé sulm kibernetik. Pastaj duhet sygjeruar targetin
pérkates se si tv mbuloj té dhenat e ndjeshme , né ményrv gété jetv sa me i sigurt.

|II

Analiza e paré “
Pérdorimi | veglés “ping” té sistemit operativ e bazuar né Command-line, shérben pér testimin e host-ve
dhe IP-ve se a jané né funksionim normal.

Pérmes veglés “ping” gjaté ekzekutimit né mund té marrim informata se sa paketa jané dérguar me
sukses, sa pranuar dhe humbur. Gjithashtu tregon edhe kohén e dérgimit dhe pranimit té paketés.

Skenari | pérdorur:

Command Prompt

= 166m

Figura 1



Rekomandim

e Rekomandohet gé né rrjeté té maskohen informacionet qé | mbledh vegla “ping”, kjo eliminon
mundésiné e zbulimit dhe mbledhjes sé informatave pér host-et dhe IP e caktuar né

infrastrukturén toné.

Analiza e dyté “Il”

Aplikacioni “SmartWhois” vegel e cila pranon njé emer té domenit dhe pastaj na jep informacione té

shumta si né vijim:

e Lokacioni

e  EmrilISPl-sé

e Pronaril domain-t dhe IP adresés

e Informata pér pronarin e domain-t

e Data regjistrimit dhe skadimit domain-t

Skenari | pérdorur:

oy

File Query Edit View Settings Help

[¢]f-% -0 0wl

IP, host or domain: | 2 ubt-uni.net

V| = Query +

&L ubt-uni.net
% ubt-uni.net

&
Ei'

Prishtina
Kosovo

0000
Albania

Done

Figura 2

1 ISP Internet Service Provider, ata gé na furnizojné me internet




Aplikacioni “EmailTracker” pérdoret pér zbulimin se nga ka ardhur nje email , té cilin ne dyshojm se
mund té permbaje spam apo digka tjeter. Por dhe na jep informacione té tjera té réndésishme, si né
vijim:

e Paraqitjen gjeografike té lokacionit dérguesit
e Mbledhja e informatave pér ISP dhe domain.

Skenari | pérdorur:

&P eMailTrackerPro v10.0b Advanced Edition. Trial day 13 of 15 - s
File Help
ﬂ 'S J,( ! pl @ Export Rules
= = Trial Edition
My My Trace Trace Trace Email Settings
Inbox Reports Headers Address Accounts
View Mew Email Trace Configure

[ Home | internshiptestd 28@agmai... X l
‘ The trace is complete, the information found is displayed on the right New Trace | | View Report |‘ Email Summary

Email Address: internshiptest828@ gmail.com
IP: 74,125.28.26

Location: Mountain View, California, USA
Abuse Address: network-abuse @google.com

System Information:

@ The system is running a mail server (ESMTP
021514695721 pfh. 134 - gsmip) on port 25. This
means that this system can be used to send email.

@ There is no HTTP server running on this system (the
port is closed).

@ There is no HTTPS server running on this system
(the port is closed).

& There is no FTP server running on this system (the

i Tahla i
# Haop IP Hop Mame Location ~ PSS}
10.0.11

192.168.0.254
10.90.77 1
192.168.90.1
10.114.113.45
0.114.113.33
10.40.001 Network Whois
10.40.0.101 - -
79.101.106.233 Belgrade, RS v || Demain Whois

om0 0 &= Lo R =

You are on day 13 of a 15 day trial. To apply a licence Click here or for purchase information Click here |

New spam fighting product by Visualware. Introducing InboxGi ian. Check it out here. (%]

Figura 3

Rekomandim

o Nese deshirojm gé té mos shfaget asnjé informacion rreth emrit tv pronarit apo informacion
tjeter té rendesishme preferohet té béhét njé pagese né kompanin e cila ofron domain né
ményré gé té fshihen kéto informacione.



Cka éshté Scanning Network

“Scanning Network” shérben pér identifikimin né host , me cilat porta béhét komunikimi, e disa
sherbime té tjera.Me ane té késaj vegle ne mund té gjejm portet e hapura , gfar sistemi operativ pérdor
dhe disa dobesi te tjera ne rrjete.

((|II

Analiza e pare

“IP scanner” shérben pér té marr lloje té ndryshme té informacioneve né lidhje me kompjuterét né
rrjetén lokale.

Skenari | pérdorur:

49 P Range - Angry IP Scanner — *
Scan Goto Commands Favorites Teools Help
IP Range: [ 10.0.1.0 | to [ 10.0..23 | IPRange
Hostname: | OFFICER | [Pt [Netmask | [ D start |
P Ping Hostname Ports [0+]
@ 10011 Oms [n/a] [n/s]
@ 10012 Oms QUEEN [n/s]
@ 10043 [n/a] [n/s] [n/s]
@ 10014 0ms OFFICER [n/s]
@ 10045 [n/a] [n/s] [nfs]
@ 10016 [n/a] [n/s] [n/s]
@10017 [n/a) [n/s] [n/s] 42 Scan Statistics X
@018 [n/a) [n/s] [n/s] i
@ 10019 [n/a] [n/s] /] Scanning completed
010'0'1'10 [n/a] [n/s] [n/s] Total time: 5.653 sec
O 10.0.1.11 [n/a] [n/s] [n/s] Average time per host: 0.25 sec
@ 100112 [n/a] [n/s] [n/s]
IP Range
@ 100113 [n/al [n/s] [nfs] 10.0.1.0 - 10.0.1.23
@ 10014 [n/a] [n/s] [n/s]
010.0.1.15 [n/a] [n/s] [n/s] Hosts scanned: 23
010.0.1.16 [n/a] [n/s] [n/s] Hosts alive: 4
@ 100117 [n/a] [n/s] [n/s]
@ 100118 [n/a) [n/s] [n/s] _
Cl
010.0.1.19 [n/a] [n/s] [n/s]
@ 100120 [n/a] [n/s] [n/s]
@ 100121 [n/a] [n/s] [n/s]
@ 10012 [n/a] [n/s] [n/s]
@ 10.0.1.23 Oms KING [nfs]
Ready Threads: 0

Figura 4



Analiza e dyté “Il”
“Friendly pinger” aplikacion i cili na mundéson administrimin dhe monitorimin e té gjitha paisjeve qé
jané té lidhur né njé rrjet té caktuar.

Skenari | pérdorur:

.
d.l\} Communication

Satellite Tower
amw; Dish i ﬁ_—

Multiplexer

Router

-
Internet =

5
SN Bridge

= —
Internet M ail =
Shorteut Server Terminal

Modem Server

Computer

Ve
WorkStation =

‘WorkS5tation

- )
[=mall) Firewall
e

F
'ﬁ g Network = Repeater

WorkStation

™ =4 Mini-camputer Switch
WorkSlation Shared P 5
Resource — Ea

5] I
Printer .Plolle.l Folder Scanner Telephone
ight-click the client area to add a new device... () B 21724737 5 00:00:34
Figura 5



Analiza e trete “IIl”

“Nessus” éshté platforma mé e besueshme e skanimit té dobésive pér auditorét dhe analistét e sigurisé.
Pérdoruesit mund té planifikojné skanime népér skaneré té shuméfishté, té pérdorin wizards pér té
krijuar linja veprimi té thjeshta dhe té shpejta, té planifikojné skanimet dhe dérgojné rezultatet pérmes
emailit. Nessus mbéshtet mé shumé teknologji se ¢do program tjetér, duke pérfshiré sistemet operative,
pajisjet e rrjetit, hypervisors, databazat, tableta / telefonat, serverat web dhe infrastrukturat kritike.

Skenari i pérdorur:

3 Nessus Home fScans/ X+

&~ = 0O ‘ & Certificate error localhost A d | = & @
r Y

New Scan / Host Discovery

Sean Library > Settings

Folder My Scans

Targets 192.162.1.1

Upload Targets

Figura 6

Rekomandim

e Pasi ka mundesi ge te ri-konfigurohen portet dhe mos te lihen default sipas programit,
rekomandohet ge te behet gjithmone ky veprim, para se te nisim te bejme administrimin e
pajisjeve, sistemeve kompjuterike dhe rrjetés.

Cka éshté Enumeration

Dy proceset meparshme “Footprinting” dhe “Scanning Network” kishin te benin me shume me
mbledhjen e informatave per infrastrukturen dhe sistemet kompjuterike. Enumeration eshte procesi |
trete dhe me i rendesishém, permes te cilit provohet te merren te dhena per perdoruesit, emrat e

makinave, informata te infrastruktures se rrjetes dhe sherbimeve (ang. services ) nga sistemi
kompjuterik.



((III

Analiza e pare
“SuperScan” mundéson skanimin, marrjen e té dhénave nga e gjithé rrjeta dhe paisjeve qé gjenden né
té, varésisht nga lloji gé ne zgjedhin (Enumeration type).

Cka éshté System Hacking

“System Hacking” eshte nje shkence e testimit te sistemeve kompjuterike rrjetes dhe vete paisjeve
kompjuterike per dobesit (ang.Vulnerabilities) ge mund te | kene si dhe perfshine mbledhjen e
informacioneve per ate sistem.

Analiza e pare”l”

“LCP-Link Control Protocol” Duke perdorur kete vegel, mund te gjejme detajet per perdoruesit si: Emri
pérdoruesit, fjalékalimi, gjatésia e fjalékalimit dhe poashtu né vazhdimési té procesit té késaj vegle
provon gé pérmes teknikave té ndryshme si Dictionary, Brute-force & hybrid sulmet té gjej fjalékalimet
né makinat e targetuara.Skenari i pérdorur:

) LCP - [C:\Program Files (x86)\LCP\pwd43710.txt.Icp]
File View Import Session Help

eE@008 »rne|vPev @O

# Dictionary attack | ™ Hybrid attack ™ Brute force attack

Dictionary word: [~I@H$% &+ 13 /643 20218 % done
Starting combination: |~I@#$% &()_+A Ending combination: ~1@H#$%"8(|_+ZZ
User Name LM Password NT Password <8 >14 LM Hash NT Hash
- 4bdministrator NO PASSWORD NO PASSWORD AE974876D9744BDB05AIBIEREADBER4E
mﬁuest NO PASSWORD NO PASSWORD ® NO PASSWORD NO PASSWORD
anlemship NO PASSWORD ® NO PASSWORD AE974876D9744BDB05AIBSEBEADEES4E
Recaverina nasswards... 1 of 3 nasswards were faund (33.333%)

Figura 7

11



Analiza e dyte“ll”

“ADS Spy” éshté njé mjet gé mund té pérdoret pér té kérkuar dhe hequr Rrjetat Alternative té té
Dhénave (ADS) nga sistemet e skedaréve NTFS. Rrjedhjet alternative té té dhénave jané njé ményré pér
té ruajtur meta-informacionin pér skedarét pa ruajtur informacionin né skedarin qé i pérket, té bartur
nga pajtueshméria e hershme me MacOS nga Windows NT4. Kohét e fundit, rrémbyesit dhe shfletuesit
filluan té pérdorin kété tekniké pér té ruajtur informacione té fshehura né sistem dhe madje edhe té
ruajné skedarét e ekzekutueshém trojané né rrjedhat ADS té skedaréve té rastésishém né sistem.
Pérdorni me kujdes.

Skenari | perdorur:

(3 ADS Spy v1.11 - Written by Merijn = X

Alternate Data Streams (4DS) are pieces of info hidden as metadata on files on NTFS drives. They are not visible in Explorer and the size they take up is not reported by Windows. Recent browser hijackers
started using ADS to hide their files, and very few anti-malware scanners detect this. Use 4DS Spy to find and remove these streams.
Note: this app can also display legitimate ADS streams. Don't delete streams if you are not completely sure they are malicious!

¢ Quick scan [windows base folder only)
& Full scan (all NTFS drives)
" Scan only this folder: | ___]

¥ lgnore safe system info data streams ['encryptable’, 'Summarylnformation’, etc)

[~ Calculate MD5 checksums of streams' contents

3
i Scan the system for altemate data streams | Remove selected streams I

C:\Program Files [»86)\Common Files'JavaJava Update : Win324pp_1 [0 bytes]
C:\Program Files (=86)\Common Files\Microsoft Shared\WC : Win324pp_1 (0 bytes)
| C:\Program Files (x86)\GFI\LANguard 9 : Win324pp_1 (0 bytes)
C:\Program Files (=86)\Google\Chrome\application : Win324pp_1 (0 bytes)
C:\Program Files (x86)% avabjre? : Win324pp_1 (0 bytes)
C:\Program Files (#86)\Path Analyzer Pro 2.7 : Win324pp_1 (0 bytes)
C:\Program Files (x86)\SmartWhois : Win324pp_1 (0 bytes)
C:\Program Files (»86)\webE stractor : Win324pp_1 (0 bytes)
C:\Program Files (=86)\WinHT Track : Win324pp_1 (0 bytes)
C:\Program Filesavatjre1.8.0_121 : Win324pp_1 (0 bytes)
C:\Users\Administrator\D ocuments : {726B6F7C-E883-4EFE-BCA3-AEF4943DBD38} (12 bytes)
C:\Users\AdministratorsMy Documents : {726B6F7C-E883-4EFE-8CA3-AEF4343DBD38} (12 bytes)
C:\Windows. old\U sers\administrator\My Documents : {726B6F 7C-E889-4EFE-8CA3-AEF4943DBD38} (12 bytes)
C:AwindowsInstaller\$PatchCache$'Managed'707391EBCDEFCI1845947D 3DFE5I8064F : Win324pp_1 (0 bytes)

|Scan complete, found 14 altemnate data streams [ADS's).

Figura 8

Analiza e trete“lll”

“Stealth” vegla pérdor procesin e njéjté té Steganografisé qé c¢do skedar qé maskohet brenda njé
skedari. Aplikacioni, i quajtur Stealth, ndihmon kontrollin e atyre qé shohin até né njé rrjet, duke u lejuar
menaxheréve té autorizojné njé grup njerézish pér gasje né informacione, aplikacione ose pjesé té njé
rrjeti té caktuar, gé ata qé veprojné jashté njé grupi pune té caktuar nuk jané né gjendje té shohin.

Skenari i perdorur:

12



% Stealth Files 4.0 - Hide Files... = x (

Stealth Files 4.0

Step 1 - Choose Source Files:
C:\Windows\System32\calc.exe

Hide Files J

Retrieve Files I

D} Remove Hidden Files

I~ Destroy Source Files!

Add Files! Remove Selected Files! |

0‘ About Stealth Files J
Close Program ’

Step 2 - Choose Carrier File:
]E:\Users\Admir\isnatol\Desklop\kuka.m.kxl -~

[~ Create a Backup of the Carrier File!

Step 3 - Choose Password:
123456

il

File Edit Format View Help

CERT. UBtlbmnioikgckhehmmnjkbomcakckhmhnnpefjoplhbpfpl ~
ifjkcccnnipolmmifaapbppopdncdhaehajokncnkbopbeleibcee
AL fbhdoamda
e dbdajieondpddiedfbjiffkenapdnnbioaflkggmpndnbimpegfec
o dpnllkicnlafjbdmnnhpekplibpknjhphpnjjpgcjmpkhcfjmjonol
kpkkjokkjcinmoaclcfnnjlplpajlhkdkhbahjedmngcmdmhocnee
kmdpoljdppkdgehdoncndiccplfpidfbejffbipllnlaiajgpdemd
| ilbiladcopmnmafndjlloonchhdcjaihabiigmmdggjccdbjjbhom
& mpejpjjnpdpkcighlghngnmjdfohikpaifkhgfgkdlnfiempknkiil
v
< >

[ Hide Filesi |

Figura 9

Stealth Retrieve procesi, né figurén méposhtme:

Stealth Files 4.0

Kujta Application Tools

Hide Files

Share View Manage

1 > Kujta v o

Retrieve Files

2 Name

s+ Quick access
calc 7/16/2

B Desktop
& Downloads

Remove Hidden Files

|Z=] Documents

&= Pictures b g e <

1item 1item selected 30.5 KB

About Stealth Files

Close Program
Google
Chrome

fal

Step 1 - Choose Carrier File:
|l::\Users\Adminislralm\Desklop\kuila.lxt.lxl _:_j

SmartWhois ™ Destroy Carrier File!

Step 2 - Choose Destination Directory:
|I::\Usels\Adminislvalal\Desklop\Kuita\

Step 3 - Enter Password:

Web Data |1 23456
Extractor

Retrieve Files!

Figura 10
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Rekomandim
e Gjithmoné duhet pasur kujdes kur té pranojmé apo hapim skedar né kompjuter, pér shkak qé
pérdorimi i sulmeve bazuar né konceptin e Steganografisé mund té rrezikoj gjithé sistemin
kompjuterik. Rekomandohet verifikimi i llojit, madhésisé, pérmbajtjet sé skedarit.

Analiza e katert“I\V”

“AuditPol” paraget komandén né sistemin operativ Windows Server gé lejon ndryshimin ose ri-
konfigurimin e politikave té auditimit té kompjuterit (deaktivizimi i ruajtjes sé gjurméve).

Cka éshté Trojans and Backdoors

Kali trojan, apo Trojan, éshté ¢do program me qgéllim té keq pér kompjuter qé éshté pérdoret pér té
hyré né njé kompjuter duke mashtruar pérdoruesit pér gqéllimin té saj té vérteté. Trojané jané
pérgjithésisht té pérhapur nga ndonjé formé e inxhinierisé sociale, pér shembull kur njé pérdorues éshté
mashtruar né ekzekutimin e njé shtojce té e-mail-it té maskuar pér té gené jo i dyshimté.

Backdoor.Trojan éshté njé emér zbulimi i pérdorur nga Symantec pér té identifikuar programe
softuerésh keqdashés qé ndajné funksionin primar té mundésimit té njé sulmuesi té largét gé té keté
gasje né ose té dérgojé komanda né njé kompjuter té komprometuar.

|ll

Analiza e pare “

“TCPview” program gé né ményré detaje tregon gjitha informacionet pér proceset, protokolet, adresat
lokale dhe ato nga largésia, gjendja e koneksionit TCP deri te pajisja e fundme.

Kur té filloni TCPView ajo do té rendisé té gjitha pikat e drejtpérdrejta TCP dhe UDP, duke zgjidhur té
gjitha adresat IP né versionet e emrave té tyre té domain.

Skenari | perdorur:

14



& TCPView - Sysinternals: www.sysinternals.com - *
File Options Process View Help

‘ Ha =
Process 7 FID Pratocal Local Address Local Part Remate Address Remote Port State Sent Packets Sent Bytes &=
T dasHostexe 2420 uppP QOFFICER w-disoovery =
asHostexe 2420 uppP QOFFICER w-disoovery =
asHostexe 2420 uppP OFFICER £2397 *
asHostexe 2420 UDPYE officer 70z *
asHostexe 2420 UDPYE officer 3702 * *
W dasHostexe 2420 LUDPYVE officer 62398 * *
explorer. exe 2520 TCP afficer 1790 dbSsch10111024... hitps ESTABLISHED
explorer.exe 2520 TCP officer 1815 dbBech10110154... hitps ESTABLISHED
#, Inssatt exe 2544 TCP OFFICER 17 OFFICER 0 LISTEMING
T lsass.ane 728 TCP OFFICER 1541 OFFICER 0 LISTENING
728 TCPVE officer 1541 officer 0 LISTENING
7z TCP OFFICER 1546 OFFICER 0 LISTENING
7z TCPVE officer 1546 officer 0 LISTENING
i spoolsvese 1572 TCP OFFICER 1539 OFFICER 0 LISTENING
T spoolsv.exs 1572 TCPVE afficer 1539 alficer 0 LISTEMING
[m5] svchost exe gad TCP OFFICER Epmap OFFICER n] LISTENING
[m] svchostews 1072 TCP OFFICER 1537 OFFICER 0 LISTEMING
[E] svchostews 1100 TCP OFFICER 1538 OFFICER 0 LISTENING
[5] svchost.exe oz TCP officer 1853 dbSech10111043.. https ESTABLISHED
[E] svchostexe 1012 TCP OFFICER 7B20 OFFICER 0 LISTENING
[55] svchost.exe o1z UpP QOFFICER izakmp * "
[ svchostexe 2800 UDF officer ssdp =
[5] svchost.exe 2800 upP QOFFICER sedp * *
[55] svchost.exe 2800 uppP afficer ssdp # #
[m5] svchost exe 1164 upP OFFICER w-discoveny # =
[m:] svchost.exe 1164 uprP OFFICER w-discovery # =
[m] gvchost.exe 2800 uprP QFFICER we-discoveny = =
[5] svchost.exe 2800 uppP OFFICER w-disoovery = =
[55] svchost.exe o1z UpP OFFICER ipeec-maft * "
[m] svchostexe 1164 Ubr OFFICER 5050 * *
[5] svchost.exe 1328 upP OFFICER 5353 * *
[55] svchost.exe 1328 uppP OFFICER IIrarr * *
[] svchostews 2800 uppP OFFICER 57104 * *
[ gvchostewe 2800 ubpr officer 57391 * ®
[ gvchosteme 2800 ubpr officer 57332 * ®
[ svchosteme 2800 uDr OFFICER 57993 " -
[m] svchosteme 1164 UDr OFFICER 62395 " -
[55] svchost.exe aa4 TCRVE officer epmap officer o LISTEMIMG
[55] svchost.exe o1z TCRVE officer 1837 officer 0 LISTENING
[5] svchost.exe 1100 TCPVE officer 1538 officer 1} LISTEMNING
[55] svchost.exe 112 TCPVE officer 7E80 officer 1} LISTEMNING
[] svchostene 1072 LUDPYVE officer 500 * ® v
£ >
Figura 11

|))

Analiza e dyte “I

“Autoruns” njéjté sikurse TCPView edhe kjo vegél pérdor logjikén e identifikimit té informacioneve por
pér makinat lokale dmth nuk jep mundési té zbulimit té informacioneve nga largésia.

Ky program, i cili ka njohurité mé té hollésishme pér vendndodhjet e nisjes automatike té ¢do monitori
té nisjes, ju tregon se cilat jané programet e konfiguruara pér tu hapur gjaté ndezjes sé sistemit ose
login, dhe kur nisni aplikacione té ndryshme té Windows-it. Pasqyra pérmbledhése tregon qarté si nga
pjesa hardware poashtu edhe software me detajet pér proceset qé zhvillohen brenda njé kompijuteri.
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File Entry Options User Help

| BRa@x®

) Applnit 2 KnownDLLs I B8 winlogon I & wWinsock Providers I 2 Print Manitars I O LS4 Providers I £ Network Providers I B Sidebar Gadgets
7 Everpthing IéLagon I ‘i Explorer I 5 Internet Explorer I \j Scheduled Tasks I ‘?&Services l gDIivers I Codecs I DBoo!Execute ]_ElmageHiiacks
Autorun Entry Description Publisher Image Path -~
§' HKLMASOF TWARE \YWwowE432Node'\Microsoft\Windows\CurrentVersion\Run

[v] ‘3 PWRISOVM.E... PowerlSO Virtual Drive Man... PowerlSO Computing, Inc.  c:\program files (x86)\powe...
'fﬁ’ HKLMA\SOFTWARE\Classes\Protocols\Filter

vl (@) textiuml Microsoft Office XML MIME... Microsoft Corporation c:\program files\common fil...

#§ HKLM\SOFTWAREAClasses\Pratocols\Handler
@, ms-help Microsoft® Help Data Servi... Microsoft Corporation c:\program fileshcommon fil...

v (@, osf Microsoft Office 2013 comp... Microsoft Corporation c:\program files\microsoft of ..
Q’ HKLMASOFT'WARE \Microsoft\Active Setuplnstalled Components

v f;’b Google Chrome  Google Chrome Installer Google Inc. c:\program files (x86)\gooal...

[¥ 57 Microsoft wind... File not found: C:\Program ...

[ 7| Themes Setup File not found: /Userlnstall

File not found: U

ampon

5| Microsoft Wind... File not found: C:\Program ...
g’ HKLM\S oftware’\Classes\\ShellE x\ContextMenuHandlers
v (@, PowerlSO PowerlSOShell DLL PowerlS0 Computing, Inc.  c:\program files (x86)\powe...
#F HKLM\Software\Classes\Director\ShelE x\ContextMenuH andlers
v @, PowerlSO PowerlS0Shell DLL PowerlS0 Computing, Inc.  c:\program files (x86)\powe...
#§ HKLM\SoftwareAClasses\Folder\ShellEx\ContextMenuHandlers
@ PowerS0O PowerlSOShell DLL PowerlS0 Computing, Inc.  c:\program files (x86)\powe...
@' HKLM\S oftware\Microsoft\Wwindows\CurrentVersion\E xplorer\Shelll conO verlayl dentifiers
™ | SkyDriveProl ... Microsoft OneDrive for Busi... Microsoft Corporation c:\program files\microsoft of...
] (@ SkyDrivePro2 ... Microsoft OneDrive for Busi... Microsoft Corporation c:\program fileskmicrosoft of ..
] @, SkyDrivePro3 ... Microsoft OneDrive for Busi... Microsoft Corporation c:\program files\microsoft of ..
’ff HKLM\S oftwareiwowB432N odeMicrosoft\windows\CurrentVersion\E #plorer\ShelllconO verlayl dentifiers
v @ SkyDriveProl ... Microsoft OneDrive for Busi... Microsoft Corporation |c:\proglam files (x86)\microsoft ofﬁce\ofﬁce15\gmaveex.dm
[ SkyDrivePro2 ... Microsoft OneDrive for Busi... Microsoft Corporation c:\program files (x86)\micro...
%] @, SkyDrivePro3 ... Microsoft OneDrive for Busi... Microsoft Corporation c:\program files (x86)smicro...
@’ HKLM\S oftware\MicrosoftyWindows\Currenttersion\Shell Extensions\dpproved v
Figura 12
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Analiza e trete “IIl”
16

Skenari | perdorur:

I j16 PowerTools 2010 [x64] - Clean and fix my computer - X
File Select Tools Help

Item

Severity

Description

Description

Item 2 Severity

B Registiy Enors

(= Inwalid file or directory reference 84 /84
HKCR\InstBIIer\Dat_ File or directory "c:\542ae647fade3bab4b03 52 15c6\WC" does not exist
HKCR\InstBIIer\Dat_ File or directory "c:\542ae647fade3bab4b03 52 15c6\WC" does not exist
HKCR \Installer \Pro _ File or directory "C:\Users\Administrator VppDatalLocallowOrade\Javaljre 1.8" does not exist
HKCR \Local Setting 20% File or directory "C:\Program Files\WindowsApps\Microsoft. 3DBuilder _11.0.47.0_x54__8wekyb3dsbbwe\Assets\Contrast\SmallLogo. scale-100.png” does n
HKCR YLocal Setting 20% File or directory "C:\Program Files\WindowsApps\Microsoft. Getstarted_3.11.3.0_x64__8wekyb3dabbwe\Assets\GetStartedApplist.scale-100.png™ does ng
HKCR YLocal Setting 20% File or directory "C:\Program Files\WindowsApps\Microsoft. Getstarted_4.5.6.0_x64__8wekyb3dabbwe\Assets\GetStartedApplList. scale-100.png” does not
HKCR YLocal Setting 20% File or directory "C:\Program Files\WindowsApps\Microsoft. MicrosoftOfficeHub_17.6801.23751.0_x64__8wekyb3dsbbwe\jmages\OfficeHubLogo_44x44.pr
HKCR YLocal Setting 20% File or directory "C:\Program Files\WindowsApps\Microsoft. Office.OneMote_17.6858.57981.0_x564__8wekyb3dsbbwejmages\OneMNoteAppList. scale-100.¢
HKCR \Local Setting 20%: File or directory "C:\Program Files\WindowsApps\Microsoft. Office. OneMote_17.7957.57601.0_x564__8wekyb3dsbbwejmages\OneMoteAppList. scale-100.¢
HKCR \Local Setting 20%: File or directory "C:\Program Files\WindowsApps\Microsoft. Office. OneMote_17.7957. 5766 1.0_x&64__8wekyb3dsbbwejmages\OneMoteAppList. scale-100.¢
HKCR \Local Setting 20% File or directory "C:\Program Files\WindowsApps\Microsoft. WindowsCamera_2016.404. 190.0_x54__8wekyb3dabbwe\Assets\WindowsIcons WindowsCamg
HKCR \Local Setting 20% File or directory "C:\Program Files\WindowsAppsmicrosoft. windowscommunicationsapps_17.6868.41201.0_x64__8wekyh3dshbwemages\HxMailpplList s
HKCR \Local Setting 20% File or directory "C:\Program Files\WindowsApps\microsoft, windowscommunicationsapps_17.6868.41201.0_x64__8wekyb3dsbbwemages\HxCalendarApg
HKCR \Local Setting 20% File or directory "C:\Program Files\WindowsApps\microsoft, windowscommunicationsapps_17.8016.42007.0_x64__8wekyb3dsbbwemages\HxCalendarApg
HKCR \Local Setting 20% File or directory "C:\Program Files\WindowsAppsmicrosoft. windowscommunicationsapps_17.8016.42007.0_x64__8wekyb3d8bbwejmages\HxMailAppList.s
HKCR \Local Setting 20% File or directory "C:\Program Files\WindowsAppsmicrosoft. windowscommunicationsapps_17.8016.42007.0_x64__8wekyb3dsbbweYmages\HxCalendarBad
HKCR YLocal Setting 20% File or directory "C:\Program Files\WindowsAppsmicrosoft. windowscommunicationsapps_17.8016.42007.0_x64__8wekyb3dsbbwemages\HxMailBadge.s¢
HKCR YLocal Setting 20% File or directory "C:\Program Files\WindowsAppsmicrosoft. windowscommunicationsapps_17.8021.42017.0_x64__8wekyb3d8bbwejmages\HxCalendarApg
HKCR YLocal Setting 20% File or directory "C:\Program Files\WindowsAppsmicrosoft. windowscommunicationsapps_17.8021.42017.0_x64__8wekyb3d8bbwemages\HxMailAppList.s v

Fix Remove Close

Selected: 96, highlighted: 1, total: 198

[18:43:41 - Tip]: The System Scan is now finished! The list contains all the items found from your computer, such as registry errors, unneeded registry data {a.k.a junk), MRU (Most Recently Used) lists and
other history data and unneeded temp files. Please browse the list through and dlick Fix to fix the errors and delete the unneeded data!

Figura 13

Rekomandim
e Rekomandohet gé té planifikohet dhe realizohet njé monitorim i miréfillté i té gjitha proceseve
gé ndodhin né rrjeté dhe pajisje kompjuterike, vetém né kété ményré mund té ndalojmé njé
Trojan gé zhvillohet brenda njé procesi té dyshimté.

Cka éshté Viruses and Worms

Virusi eshte program | vet-replikueshem ge prodhon kodin e vet duke u kopjuar ne kode te tjera te
ekzekutueshme dhe eshte | demshem per sistemin kompjuterik, ndersa ekzekutimi | kodit te Worms-it
ka mundesi te infektimit te shume paisjeve te tjera d.m.th shpérndahet.

((lll

Analiza e pare
“Virus Maker” né njé ambient testues dhe té mbyllur éshté pérdorur kjo vegél me géllim té krijimit té
kodit té virusit, i cili té jep mundési té ndryshme dhe té avancuara té infektimit, ndryshimit té
konfigurimeve té kompjuterit dhe sistemit kompjuterik.



Skenari | perdorur:

Virus Options :

[7] Disable Registry

[] Disable MsConfig

[] Disable TaskkManager
[ Disable Yahoo

[] Disable Media Palyer
[] Disable Internet Explorer
[ Disable Time

[] Disable Group Policy
[ Disable Wind

[] Disable Norton Anti*
[[] Disable Mcafee An
[ Disable Note Pad

[ Disable ‘Word Pad

[[] Disable Wi

[] Disable DHCP

[[] Disable Ta

[ Disable Start Button

[] Disable

[ Disabl

[T] Disable

[] Disable Control Panel
[ Disable

[] Disable

> Log Off

Rekomandim

JPS ( Virus Maker 3.0 )

= Turn Off

Name After Install: |Rundil32 -

[ Hide Services

[J Hide All Pr
[J Hide &ll Ta
[ Hide Run

e Explorer Caption

ndows XP
ap Mouse Buttons
[] Remove Folder Options
[F] Lack se &
[ Mute Sound
Allways CD-ROM

in Taskmar
Taskmar

Offlines [YIMessenger)
w Protected Strorage

Audio Service

[ Terminate Windows
[J Hide Cursor
[[] Auto Startup

> Hibrinate < None

JPS ( Virus Maker 3.0 )

Virus Options :

[ Change %P Password :

Jasshiziey ]

[ Change Computer Name : :]
[ Change IE Home Page : |:]
[ Close Custom Window : |:|
[ Disable Custom Service : |:]
[ Disable Custom Process : |:|

[J Open Custom

[J Enable Convert to ‘Woaorm [ auto copy to path's |

Worm Name : :} Copy After : Sec's

Change Icon:

Transparnei
Love Icon

Flash Icon 1
Flash Icon 2
Font Icon 3

> Restart

O Log Off
Name After Install

Figura 14

» Tum Off > Hibrinate

Server Name: |Sender.exe

o  Pérdorimi i Antivirusit dhe té jemi té sigurté gé gjithmoné éshté funksional dhe i pajisur me
verzionin e fundit (up-to-date).

Cka éshté Sniffers

“Sniffers” apo pergjuesit jane lloje te programeve apo pajisje harduer-ke ge monitorojne cdo bit te
informates, ge hyn ose del nga rrjeti kompjuterik.

((lll

Analiza e pare
“TheDude”

Skenari | perdorur:
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RIS [

@ e [0 lcasre

o

R RECTINSROUTERS A11D WiRELESS

lert: o 2.02K0s /ix 335095

Server x 634bps /tx 1 38 kbps

CIENE=Y

s

ae

[

(@) B[0]x | sa | | oo | <o | M) %2

Figura

15

HOTSP0T

ﬂ

Clent:ox 174 kbps /tx 200 bps.

(Server ox 114 kbos /b 23 kbos

Figura

19
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admin@localhost - The Dude 4.0beta2

Layer

[ % [ setings | [ Discover |[ ~Toos |

limks -

Custom Field 3: |

=S|
=
EI% Name: Agert: [default = | Cancel
= Addresses: [10.0.1.2 [&3~] %  Snmp Profile: [defauk =1 [ [==al Apply
DNS Names: | - User Name: [admin [ MNotes |
= DNS Lookup: ' none (" addressioname ¢ name to address f -
=5 DNS Loskup Interval: [60 mn [~ Secure Mode
= MAC Addresses: | + [ Roueros Sdioc>
= MAC Lockup: ¢ none (% iptomac ¢ mactoip ™ Dude Server Reprobe
=H Type: [Some Deviee =[a |[amsl ok
gl Parents: | = Services: . @@ -2 Unack
= Custom Field 1: |
Custom Field 2: [ Status: |up

[Connected

[Client: nx 196 kbps  tx 680 bps.

|Server: nc 829 bps / be 1.43 kbps

Figura 17
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Analiza e dyte “Il”
“WireShark”
Skenari | perdorur:

@

File Edit View Go Capture Analyze Statistics Telephonl Tools Help

.512834 HewlettP_4d:38:94 1Ibm_c4:7d:96

B cEREE Qe T LIBEEIQQQE @®mxE| O

Filter: ~ Expression.. Clear Apply

No. Time Source Destination Protocol  Info
1 0.000000 Cisco_2d:40:a5 spanning-tree-(for-sTP conf. Root = 32768/1/9c:4e:20:2d:40:80 Cost = 0 Port = 0x8025
21.512666 Ibm c4:7d:96 HewlettP_4d:38:94 ARP who has 10.0.1.237 Tell 10.0.1.4
31 E

annina

o [ ]

. 387199 Cisco_2d:40:a5

ery response

e du

9 2.560336 Nam:

Close Response

. 544539

v

# Frame 1: 60 bytes on wire (480 bits), 60 bytes captured (480 bits)
% IEEE 802.3 Ethernet

% Logical-Link control

# Spanning Tree Protocol

0000 01 80 c2 00 00 00 9c 4e 20 2d 40 a5 00 26 42 42 ....... N -@..&BB
0010 03 00 00 00 00 00 BO 01 9c 4e 20 2d 40 80 00 00  ........ CNO-EL L
0020 00 00 80 01 9c 4e 20 2d 40 80 80 25 00 00 14 00 ..... N - & .%. ...
0030 02 00 Of 00 00 00 OO QO QO 00 00 00 cieiienn wuns

Profile: Default

@ Qlogic L2 NDIS client driver: <live capture i... | Packets: 19 Displayed: 15 Marked: 0

Figura 18

Cka éshté Social Engineering

Social Engineering apo Arti | te Bindurit te Njerzeve per te zbuluar informata konfidenciale. Eshte nje
metode me ane te se ciles nje haker mund te mbledhe te dhena rreth objektivit te tij per te realizuar
sulmin. Ketu kemi te bejme me mashtrime nga hakeret, viedhjen e identitetit, spiunazhi et;j.

Rekomandim
e Trajnime te stafit per vetedijesim te politikave te sigurise, por dhe individualisht duhet té kemi
kujdes gjaté bisedave mé té tjerét pér ¢éshtjet e ndieshme té infrastrukturés gé menaxhojmé
ose jemi vetém pérdorues té saj.

Cka éshté DoS, DDoS

DoS (Denial of service) dhe DDoS (Distribute DOS) jane lloje te sulmeve, ge kane per gellim largimin nga
funksioni té sistemeve, pajisjeve dhe rrjetat kompjuterike. Logjika e kétyre sulmeve funksionin duke

21



File Edit View Go Capture Analyze Statistics Telephnnx Tools Help

B e ERXZ2E Aes T L IBE QAaCH #0MXE O
Filter: ~ Expression.. Clear Apply
Ne. Time Source Destination Protocol  Info

1 0.000000 feB80::89ch:6cd5:f9bffoz2::1:2

DHCPVE Solicit XID: Ox1ae303 CID: 000100012062380de41f13c47d96

TP Conf. Root — 32768/1/9c:4e:20:2d:40:80 Cost — 0 Port — Qx802

B CoSHTTP 25 - Socketsoft.net [Loading...] »

a7
. 797415 BENS Name g ce Options  Help

DoSHTTP

HTTP Flood Denial of Service (DoS) Testing Tool
Target URL

¢ TP ovrnamdl  User Agent
Cisco_2d:40:a5 LOOP rReply |Mozilla.-"B.D [compatible; MSIE 7.0a; Windows MT 5.2: 5¥1) j
Sockets FRequests
[10000 =] [Contruous ~| Verity URL | Start Flood | Close |
03l Disclaimer hitp:/fwww . socketsoft. net/
19 2 A 1 ] . - Read:
2N 7 NAATRS in N2 1IN n 1A TD mirrnce —rT . UMK 3 an— = A= an—i = -

=) Frame 130: 66 bytes on wire (528 bits), 66 bytes captured (528 bits)
Arrival Time: mar 29, 2017 18:56:22.392153000 pacific paylight Time
Epoch Time: 1490838982, 392153000 seconds
[Time delta from previous captured frame: 1.804884000 seconds]
[Time delta from previous displayed frame: 1.804884000 seconds]
[Time since reference or first frame: 82.673965000 seconds]
Frame Number: 130
Frame Length: 66 bytes (528 bits)
Capture Length: 66 bytes (528 bits)

[Frame is marked: True] w
>

0000 00 1a 4b 4d 38 94 e4 1f 13 c4 7d 96 08 00 45 00 ..KMB. ..
0010 00 34 Oc 32 40 00 80 06 0O 00 Oa 00 01 04 Oa 00 L4268,
0020 01 17 24 48 08 a2 68 02 af 5a 00 00 00 00 80 02 .. 3H..h.
0030 20 00 16 41 00 00 02 04 05 b4 01 03 03 08 01 01 AL
0040 04 02 .. e
@ | Time relative to time reference or first frame... | Packets: 218 Displayed: 218 Marked: 1 Dropped: 0 Profile: Default

béré dérgimin e numrit té madhé té paketave né rrjeté gjé qé té cilén disa sisteme apo pajisje nuk mund
té i pérballojné dhe dalin nga funksioni.

Skenari | perdorur:

B DoSHTTP 2.5 - Socketsoft.net [Loading...] =
File Options Help

DoSHTTP

HTTP Flood Denial of Service (DoS) Testing Tool

Target URL

[10071.23 |
User Agent

|Mozilla.n"Ei.D [compatible: MSIE 702 Windows NT 5.2: 531) ﬂ
Sockelts Hequests

|5lJD j |C0ntinu0us j Verify URL | Start Flood Close |

g3l Disclzimer hittp: i

Ready

Figura 19
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